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Introduction 

Continual innovation is a hallmark of humankind. The macrocycle of technological evolution 
perpetually includes a disintegration point where systemic inefficiencies become increasingly 
apparent, resulting in the need for substantial improvements in the processes deployed for 
reaching our objectives. In 2009, a new technology predicated on a unique combination of prior 
inventions quietly materialized through the issuance of a brief, nine-page white paper detailing 
the infrastructure of a specific type of distributed ledger (DLT) protocol. The world now knows this 
technological breakthrough as the Bitcoin blockchain. Although the public is still uncertain as to 
the identity (or identities) of the paper’s author(s), this fact has not deterred the significant interest 
in the who, what, when, where, how, and why of blockchain technology. 
 
Just under a decade later, every major tech company and several industry specific enterprises have 
moved forward with either offering blockchain-as-a-service (BaaS) or they have announced plans to 
incorporate blockchain technology into their existing infrastructure. Google, IBM, Bank of 
America, Microsoft, Mastercard, Walmart, and JP Morgan Chase have all filed patents for their 
blockchain-based concepts. Notably, it’s not the U.S. who tops the list when it comes to the number 

of blockchain patents: China leads the way with 225 out of 406 blockchain patents filed in 2017.
1 

When compared to the number of U.S. patents in 2017 (91), it’s clear that a race for blockchain 
intellectual property dominance is occurring. 
 
In order to cast the analysis of blockchain technology in an objective light, it’s imperative to 
disconnect the conflation of blockchain and cryptocurrency. Indeed, cryptocurrencies are 
currently a worldwide phenomenon. However, designing and implementing a blockchain- 
based system does not require the issuance of a cryptocurrency. On its own, blockchain 
technology is, at its core, a cryptographically secure and distributed database with read and 
append-only permissions which removes the “single point of failure” vulnerability. 
 
Organizations have a distinct opportunity to leverage blockchain technology for a variety of 
internal operations and become leaders in adapting this innovation for increasing the efficiency 
and security of processes. Nonetheless, this report is not solely about blockchain. Rather, our 
intention here is to clearly and concisely relay how this emerging technology will impact the 
supply chain. 
 

The reason SCM is rapidly moving towards embracing blockchain is due to its providing a 
significant reduction in supply chain transaction “friction” as well as a substantial decrease in costs 
for all supply chain partners. More specifically, it’s estimated that deploying a blockchain system 
can save tens of billions of dollars with estimates reaching as high as a trillion dollars, annually. 

 

 

 

 

 

 

 

1 Rhodes, Delton. (2018). Top Blockchain and Cryptocurrency Patents: Stats for 2017/Early 2018. 
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What is Blockchain? 

Even though a plethora of different blockchain types exist contemporaneously (e.g., Bitcoin, Ethereum, 
Hyperledger, Ripple), all share the common traits of establishing a secure, trustless environment 
through an encoded block of digital transactions by running complex algorithms that are 
cryptographically protected and uniquely signed or identified. All blocks in a blockchain reference 
the block before it and after it by its hash (unique identifier). Changes to any block will also change its 
hash which will be seen by the block validators and prompts that block’s invalidation. 

 
Due to the append-only feature, in combination with hash referencing continuity, any data written 
to the blockchain cannot be changed or manipulated as the blocks all reference one another with a 
unique identifier that is based on the block’s contents. Such are the reasons that blockchain is 
consistently billed as an immutable system. Since the information is distributed across multiple 
computers, attempts to falsify the ledger would mean having to also tamper with the copies stored on 
each computer at precisely the same moment. Currently, when conscientiously designed with keen 
attention to the possible entry points for hackers, block tampering is virtually impossible and this fact 
is what’s driving the onslaught of new applications. 

 
Blockchain provides complete digital trust, whereby the system participants can verify that every 
single aspect of every transaction is completely safe, unchanged, transparent, and virtually impossible 
to hack. Thus, blockchain is perfect for a supply chain system that requires verification and 
authentication along each and every touchpoint -- from a product’s origin to its final destination. 
Blockchain for logistics is already in play by Maersk, Walmart, UPS, Nestle, Kroger, Marine Transport 
International, and a growing number of additional enterprises within the logistics and (SCM) industry. 
Private enterprises have recognized the unambiguous benefits of integrating blockchain: it forms the 
connective tissue between data, ledgers, and computers where information is secure, and the entire 
history of transactions is easy to see and audit via open or permissioned access. 
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Blockchain Use Cases 

As previously discussed, blockchain use cases are swiftly expanding from being merely a technology for 
launching and exchanging cryptocurrencies. Industries such as banking (smart contracts), petroleum 
(BP is using it for many of their control systems), health care (identity protection), government 
(automating regulatory compliance and government issued identification verification), and supply 
chain management are implementing blockchain technology into their already existing backend 
infrastructures. For those industries where protecting sensitive data is governmentally regulated, such 
as healthcare, financial services, and the government itself, private or consortium blockchains have 
surfaced to meet this need. 

 

Types of Blockchains for Consideration 

Public Blockchains 
 
Public blockchains, such as Bitcoin, allow anyone to access the system for viewing as well as joining the 
network to mine and validate blocks. There is an added layer of security to reinforce and help govern the 
“trustless” environment: consensus algorithms. Proof of Work (PoW), Proof of Stake (PoS), Delegated 
Proof of Stake (DPoS), and Proof of Authority (PoA), are just a few consensus generating examples of how 
public blockchains manage block validations while preventing a 51% attack, deter double spending, and 
attempt to solve the Byzantine Generals Problem..2 
 

Private Blockchains 
 
On the contrary, private blockchains restrict read and write access to pre-approved individuals or 

organizations within the network. While the 
essential features of the blockchain layer 
remain intact, there is no need to add an 
algorithmic consensus layer. In a sense, private 
blockchains are semi-centralized with 
regard to regulating who has a full or partial 
copy of the data on their local 
computer/database. Private blockchains 
differ from consortium blockchains by way of 
the participants belonging to a single entity, 
such as a private blockchain being used by 
Google solely for Google employees who have 
been granted access to specific function, e.g., 
being only able to read or write transaction 
data or restricted permissions for accessing 
partial or full copies of the data. 

 

2 Lamport, Leslie; Shostak, Robert; Pease, Marshall. (1982). The Byzantine Generals Problem. 
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Consortium Blockchains 
 
Consortium blockchains incorporate a wider array of entities outside of a single organization. 
Permissioned access management (PAM) is still a fundamental component, and a variety of PAM 
methods can be utilized for each network participant. For example, a SCM company may construct a 
blockchain consortium where only specific vendors and clients have full or limited access for reading and 
writing transactions and/or validating and adding new blocks. Neither the consortium nor the private 
blockchains are global in the sense that anyone on any given day have rights to the blockchain 
infrastructure. 
 
Public, Private, and Consortium Interoperability 
 
Blockchain development has evolved towards constructing an interoperable framework between the 
different blockchain types. For this reason, it is now possible to maintain a private or consortium 
blockchain and a public blockchain simultaneously. Therefore, entities may have certain transactions on 
an open protocol, e.g., it does not contain sensitive or classified data, where vendors and clients can readily 
view and write certain portions of data to the public blockchain. This data can then be ported to the 
private blockchain where the entire transaction compendia is only available to a single entity, or to the 
consortium blockchain where the interconnected and pre-approved network participants can also have 
limited or full access to the consortium blockchain. 
 

 
Blockchain and IoT 
 
An additional area of phenomenal growth for blockchain deployment is to simplify the Internet of Things 
(IoT). IoT represents one of the major pillars of greater automation efforts because it digitally and 
automatically connects all internet-connected devices on a global scale. Envision products, containers, 
transportation, ports, and customers instantaneously tied together. The beginning of a technology 
trivergance is happening; blockchain, IoT and artificial intelligence (AI).  
 
Products can be immediately and automatically verified as to their provenance and authenticity. 
Connected ecosystems that can record, process, and share interactions are instrumental to SCM. What’s 
currently missing is continuous monitoring of IoT devices reporting on critical systems. When monitoring 
fails, the impacts can be devastating. It’s one thing to display a malfunction in a control room, where there 
are individuals monitoring systems; it’s another to have alerts and notifications prior to a failure enabling 
preventive protocols to be executed. The power of AI and big data leads to total system predictability. 
Your operations are now protected across every layer; centralized offices where data is collected and 
managed, and in the field, where trouble can be addressed quickly. Blockchain’s identification, 
verification, and data transfer capabilities make it perfectly suited for hosting IoT devices that are tied to 
the supply chain. This important linkage automates the connection between devices and monitoring 
freeing personnel to manage the enterprise not just components. The biggest issues impacting the 
current internet system are security, hacking, data mining, privacy, and data theft. Blockchain specifically, 
and DLT in general, builds-in information security and enhanced cyber-security. 

 
 

 



 

Why Blockchain for the Global Supply Chain 
Supply change management and logistics systems are a complex -- if not convoluted -- system of 
interconnected supply chain partners with each utilizing their own methodology for verifying a product’s 
arrival and departure. At each stage of the supply chain, there is the likelihood of fraud and increased 
costs due to the number of intermediaries that handle the logistics (e.g., shippers, brokers, warehousing, 
etc.) and inventory management. According to Michael White, DHL’s Head of Global Trade Digitation, 
“the industry operates much as it does since the introduction of shipping containers in the 1950s.”3 
Although technological progress within SCM and logistics has been accomplished -- sensors, robotics, 
real-time data mining and tracking systems, mobile apps for scanning inventory, etc. -- the SCM system 
continues to remain fractured between the major supply chain participants: manufacturers, 
brokers, shippers, carriers, and end users.  
 

Considerations for Blockchain Implementation 
 
Organizations should focus on how blockchain can be used to support their business goals and, in turn, 
provide benefits to their relationships within the existing supply chain, logistics, and data management 
processes. An important element when incorporating blockchain technology is to identify how moving 
material through numerous steps and diverse partners is likely to change, and the impact it will have 
operationally, technically and with regard to personnel. 
 
Quite often organizations have a need to move their technology capabilities forward while incurring 
minimum, if any, disruption. As such, the blockchain technology (a) must slot into workflows without 
disruption; (b) it can’t be an additional obstacle or just another costly program that personnel and supply 
chain partners are required to learn; (c) must be integrated into the current system; (d) has to be a solution 
that resets and improves the current fragmented infrastructure. 
 
It is also important to have varying levels of visibility, for manufacturers, suppliers, and partners into the 
lifecycle. The blockchain 
architecture should 
allow some users to 
have complete visibility 
into the entire supply 
chain puzzle, while 
others only see pieces. It 
should also provide a 
seamless backbone to 
ensure the precise 
origin, handling, and 
destination of each element in the supply chain process. Organizations can leverage blockchain 
technology to mitigate the challenges of navigating a supply chain system that isn’t always under their 
direct control. 

 
 
 
 
3 De, Nikhilesh. (2018). DHS Official Tells Congress  Blockchain Uses Are ‘Almost Limitless.” 

 
  



 

Possible Blockchain Vulnerabilities 
 
Many of the concerns associated with staying ahead of the logistics technology curve while ensuring 
data security can be resolved through blockchain and its cryptographic functions; but the 
technology still it has its own challenges. Blockchain is a relatively new technology. Even though the 
Bitcoin and Ethereum blockchains have not been directly hacked -- the successful attacks involved 
the cryptocurrency wallets -- the input channels, such as APIs and DApps, retain certain vulnerabilities 
for the more earnest hackers throughout the world. As is well known amongst the cybersecurity 
community, both private and public, human error in security design is the number one issue that 
places hackers in an advantageous position. 

 
Although blockchain technology simplifies the SCM process, it has complex underpinnings, and 
there are only a few institutions developing it purely for SCM (most of the emphasis is on digital 
currency), with even fewer focusing on how governments can successfully implement and use a 
blockchain-based system. To achieve full value, Blockchain design and deployment will require 
training and cooperation from other connected entities. The pool of qualified programmers is very 
small, and while blockchain is a remarkably secure technology, it doesn’t solve the “human factor” of 
individual behaviors. 

 

Conclusion 
 
The evolutionary process of constantly seeking innovation has been brazenly interrupted by 
blockchain’s revolutionary transformation; threaded into everything from SCM to digital crypto 
currency. Moving from a clipboard to automation, going from data on desks, whiteboards, and 
desktops to a mobile, fully integrated, and secure digital ledger platform. With virtually unlimited 
applications yielding efficiency, cost reductions and personnel unburdened from unproductive 
routines, the lifecycle of production is undergoing tremendous changes.  
 
Envision a SCM system in an error free environment connected between commercial vendors, and 
international shipping corporations tied to multiple countries in a complex global environment. 
Blockchain provides seamless, accurate, auditable product tracing capability. Optimized for 
performance, integrated across normally disconnected systems the future of a safe, fully connected 
world is now! 
 
 

 

  



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

About WaveDancer 
 
WaveDancer is changing how companies protect physical and digital assets with blockchain. Our 
Software-as-a-Service (SaaS) technology was purpose-built to solve one of the most challenging 
supply chain missions for one of the most demanding clients on Earth. 
 
WaveDancer blockchain brings together all transactions, documentation, authorizations – every 
aspect of a process – in one zero-trust, web-based interface, giving you an unprecedented level of 
accountability, auditability, and predictability. It can be customized and integrated to work with any 
company’s existing systems and processes. 
 
Being built on the immutable foundation of blockchain, WaveDancer’s products provide an 
unprecedented level of security and control, while also allowing customers to harness – and make 
sense of – all their data, so they can anticipate change and make meaningful predictions. 
 
As a proven, operational blockchain capability, WaveDancer is ready to deploy into your supply chain 
immediately. Visit www.wavedancer.com to learn more and schedule a demo today. 
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